MATEPUAJI
JUTSL 4ICHOB MH()OPMAIIMOHHO-TIPOTIATaHIUCTCKUX TPYIIIT
(HOS516pH 2025 1.)

KUBEPBE3OITACHOCTDB U ITPOPUJIAKTHUKA
KUBEPITPECTYIIHOCTH

Cnaiin 1.

KUBEPBE3OMNACHOCTb

U NMPOPUJTAKTUKA
KUBEPMNPECTYNHOCTHU

EAuHbIA geHb
MHOOPMMPOBAHUA HACENEHUA

Hosbpb 2025 1.

DJEeKTPOHHBIE CEPBUCHI, WHTEPHET-OAHKMHT, ynajleHHas pabota u
yue0a, OHJIaliH-PEeruCTpaLK, THTEPHET-MarasuHbl 1 MapKETIUIINUCHI — BCE 3TO
HACTOJILKO TPOYHO BOIIJIO B HANIy TMOBCEIHEBHOCTh, YTO WHOTJA TPYIHO
MOBEPUTH, KaK KUK 0e3 ATOro panbiie. Yem OoJibilie MOrpyKaeMcs B MU
MH()OPMALIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTUHN (Oaree — HUKT), Tem
OOJIBIIIE CTAHOBUMCS YSI3BUMEE.

KubepaTaky Ha nHGOPMALIMOHHYI0 CTPYKTYPY — 3TO OJIHA U3 CaMbIX
3HAYUTEIbHBIX U MOCTOSTHHO PACTYLIUX YIPO3 JJIs TJI00anbHONM 0€30MacHOCTH
B XXI Beke. Ha done BceoOmel mudpoBusauu 3ta nmpodiaemMa HE MPOCTO
HApacTaeT, a SBOJIIOIMOHUPYET, HA YTO BIUAET ILIMPOKOE HCIOJb30BaHUE
HWCKYCCTBEHHOI'O HWHTEIUIEKTA (danee — MHM), TaKk Kak 3J0yMBIUUJICHHUKHU
HAYMHAIOT KCIOJB30BaTh €ro s co3JaHusg Oojee  U30UIPEHHBIX
BPEIOHOCHBIX MPOTPaMM, aBTOMATHU3AIMK aTaK U aHaJIn3a ysI3BUMOCTEH.

KubGeparaku npeBpaTHiivCh U3 MPOOJIEeMbl TEXHUUECKHUX CIECIIHAINCTOB
B OJIHY M3 TJIaBHBIX CTPATETHUYECKUX YTPO3 HAIIMOHATIBLHOM, SKOHOMHUYECKON U
OOILIIECTBEHHOW 0€30MaCHOCTH JIH000M CTpaHBbI.

[lo pesynapTaTaM WHCCIEIOBaHUS, MPOBEACHHOTO B IMPOILJIOM TO.Y,
benapyce Haxomutcs Ha 3-M Mecte B peititunare ctpan CHI', koTopsie yare
BCET0 MOJIBEpraloTcs KuoeparakaMm.



Kaxnas nsatas araka B benapycu npuxoaurcst Ha roccektop (22%). Ha
BTOpOM MecTe — cdepa npombiniuieHHOCTH (14%), a Ha TpeThed CTpPOUKEe —
¢bunancoBas otpaciab (11%). MHoOro arak Tak)Ke HaIleJIeHbl Ha CEKTOp
TEJIEKOMMYHUKaUH, cepbl HAYKH U 00pa3zoBanus (8%).

Kaxnas Bropas kuOeparaka (57%) 0OpUBOAUT K  YTEUKe
KOH(pUICHIINAIBbHBIX JAHHBIX. PeXe OHM HapylIaloT OCHOBHYIO J€ATEIbHOCTh
(16%) unu HecyT mpsiMble (puHaHcOBBIE mMoTepu (8%). bonee moOBHHBI
YKPaJICHHBIX CBEJEHUN COCTABIISIOT IEPCOHATIBHBIE JAHHBIE 1 KOMMEpPUYECKasi
TaifHa. AKTyaJIbHOM TpoOJIeMOM OCTaeTcs Kpaxka JeHer ¢ OaHKOBCKHX
KapTOYEK U JJIEKTPOHHBIX KOIIEIbKOB.

Cmaiin 2.

POCT KMBEPATAK B BEJIAPYCU

Nozuuyua benapycu: 3-¢ mecto 8 CHI no
KONWMECTBY knbepaTar

. OCHOBHDbIE LLENM ATAK:
foccexrop — 22%
Npombiwnennocrs — 14%
DuHance — 11%

. NOCNEACTBMA:

Yreuxa ganuHbix — 57% cnyvaes

Hapywenne paborel — 16%
Dunancosbie norepu — 8%

Cornmacio panubiM 3a 2024 rtox, Hama pecmyOiuKa IO YPOBHIO
kubepoOesonacHoctu 3ansuia 70-e mecto u3 166 crpan B peittuare NSCI
(National Cyber Security Index, Hayuonanvuwiii unoexc kubepbeszonachocmi),
yCTynIMB 10 3TOMy wuHAeKcYy cpeau crtpadn CHI' mums Monnose,
AzepOaiikany u Poccun.

PocT u yc/I0:KHEeHHE METOI0B KHOepYyrpo3 TpeOyIOT onepeKaruero
¥ KOMILJIEKCHOTO pearupoBaHMusl.

B Benapycu npuHST psig CUCTEMHBIX Mep, B 00pbrda ¢ Kubepyrpozamu
BEJIETCA HAa HECKOJIBKUX YPOBHSIX. Tak, Ha rocy1apCTBEHHOM YPOBHE Y Ka30M
[Ipesuaenta PecnyOommku bemapyce Ne 40 «O  kubepOe30macHOCTHY
peanusyercs KOMILIEKCHBI MHOTOYPOBHEBBI MeXaHHU3M
NPOTHBOAEHCTBUS KHOepaTakaM Ha TOCYJapCTBEHHBIC OpraHbl U
OpraHW3alyM, KPUTHYECKYI0 HHGOpMaImoHHYy0 HHGpacTpykTypy. Co3naH
HannonansHBIN IIEHTp oO0ecnieueHUsT KHOepOe30NacHOCTH U pearnpoBaHus Ha
KMOCPUHIIUACHTBl (danee — Hayuonanenolii yeump xubepbezonacrocmu).
HanaxxeHo MeXIyHapOoIHOE COTPYAHUIECTBO B 3TOU cepe.



Co3nmanbl  HEOOXOJWMBIE  TMPABOBBIE  YCJIOBUS ISl 3aIlUThI
MEPCOHANIBHBIX JAHHBIX U O€30MaCHOCTU JIMYHOCTH M OOIIECTBA MPH HUX
ucrnosb3oBanuu. 3akoH PecnyOnuku benapych «O 3amurte nepcoHaabHBIX
JAHHBIX», TPUHATHINA B 2021 roxy, yCTaHaBIMBAET IPAaHULBI, ONIPEACIISIONINE,
KaKyl0 HMHPOPMAIMI0O O YEJIOBEKE MOXKHO COOHMpaTh M PacupOCTPaHSTh.
BwmecTte ¢ Tem, 4TOOBI 3alIMTa NEPCOHATBHBIX JAHHBIX ObLIA O-HACTOSIIEMY
3 PEeKTUBHON, HYXHBI OOIIHWE YCUIIUA — HE TOJbKO TOCYJapCTBa, HO H
IPaXK/IaH.

[IpoTuBOAEHUCTBUE OCYIIECTBISECTCA U HA KOPIOPATHUBHOM YPOBHE.
Opranuzanid W TPEANpPUATHS HWHBECTHUPYIOT B KuOepOe30macHOCTh U
oOy4eHHUE COTPYAHUKOB.

Jist OoppOBl ¢ KuOEpyrpo3amMM Ha HWHAMBHAYAJbHOM YPOBHeE
TpeOyeTcs MOBBIIEHHE IU(GPOBOM I'PaMOTHOCTH HAacCeNEHHUs, COOII0JECHUE
AJIEMEHTAPHBIX TPABUI LU(PPOBOM TMTUEHBI.

CoBpeMeHHBIE aCTIEKTHI KH0ep0e30MacHOCTH

KubepnpectymieHus TpaHCHAIMOHAJIbHBI, 3JI0YMBIIICHHUKHU
VCIIOJIb3YIOT aHOHUMAW3EPBI (cepsucsl, no360siouue CKpblms IUYHble OaHHble
noavzoeamens u obecneyumv AHOHUMHOCHbL 6 HHmepHeme) U HaxoOATCsa 3a
pyOeKOoM, UTO KpaifHe 3aTPYIHSET UX 3aJiepKaHue.

[lo pmanneiM  CraeactBeHHOTO KomuTeTa Pecnybnmuku benapycs,
orMmevaeTcs yxon 6osee 80% BbiMoraTenbcTB U 6oiiee 90% MOIIEHHUYECTB B
«OHJIAMH»-CXEeMY, Y€MYy CIIOCOOCTBYET B TOM YHCJIE HU3KUUA MPOIEHT
OCBEJIOMJIEHHOCTH TpaXxJaH O IMPECTYMHBIX CXEMax, a TaK¥XKe pa3BUTHE
CIIOCOOOB COBEPIIICHUS TAKUX XUIICHUH.

Kaptuna pacnpoctpaneHHBIX BUIIOB KuOepmnpecTymieHuid B benapycu
MOBTOPSIET TJIOOATbHBIE TPEHIBI, HO C aKIIEHTOM HAa MECTHBIC TUIATEKHBIC
CUCTEMBbI U MPUBBIYKY HACECICHUSI.

[lo fgaHHBIM  T[JABHOTO  yOPaBICHHS 1O  IPOTHUBOAECHCTBUIO
KHOEpNPECTYMHOCTH KPUMHUHAJIBHOW MWIMIIMA MUHUCTEPCTBA BHYTPEHHUX
nen Pecnyonuku benapych, 3a 9 MecsneB Tekymiero roga B bemapycu 1o
CPaBHEHHUIO C aAHAJOTMYHBIM TMEPUOJIOM MPOULJIOT0 TrojAa KOJUYECTBO
KHOEpIpecTyieHnid CHU3UI0Ch noutu Ha 11% (3a 9 mecayes 2025 200a
3apezucmpuposarno donee 13 moic. ciyuaes (13 420), mpems uz komopwix (4 121) —
6 2.Muncke).

ITo cratuctuke :KeHIMUHBI (65%) yaille BCEro CTAHOBATCS »KE€PTBAMHU
MOIIEHHUKOB, KOTOPbIE BBIMAHHUBAIOT JICHBI'M IYTEM MCUXOJOTHYECKUX
MaHUMYJSA 110 Tenedony (77,9%), Kymm-nmpoaaku TOBAPOB M OKa3aHUS
ycayr (65,6%), OmarorBoputenbHocTH (100%). My:kuunbl (84,8%), kak
NpPaBWIO, CTAHOBSATCS JKEPTBAMHM  MOIIECHHUYECTBA, CBS3aHHOTO C
WCIIOJIb30BAHUEM CAaWTOB 3HAKOMCTB.



Cmaiin 3.

MNOPTPET XXEPTBbl MOLUEHHUYECTBA
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Cnpaeouno:

Bospacmmnuie cpynnvt nomepnesuiux:

aA100u cmapuie 50 nem yawe cmaHo8AMCsL dHcepmeamu menegh)oOHHbIX
MouleHHU4ecms,  obmana,  008epuUUBOCMU,  1e2eHO O  NOMOWU
POOCMBEHHUKAM,

Mo100edxucy 00 30 nem ysa36uma om MOWEHHUYECKUX OUCHAHYUOHHBIX
coenok ¢ Hedsudcumocmoio (56,3%), ncesdo-uneecmuyuii 8 «OUpIHCU» U
«posvlepviwiets unu akyuiy (65,4%);

auua cpeonezo eo3pacma (3049 nem) — naubonee maccosas epynna
cpeou  nomepnesuux om  HUKT-mowennuuecmea ¢  3axknoyeHuem
2PANCOAHCKO-NPaso8vlx 002060pos (53,1%).

be3pabommusie u neyuawjueca yawe nonaoaromes 8 UHBECMUYUOHHbIE
noeywiku (46,2%), umo modxcem 6vimb C843AHO C NOUCKOM UMU UCTOYHUKOS
00X00a UnU ysieyeHuem a3apmHuiMu CXemamu.

[To cmocodamM coBepIeHUs] MOIICHHUYECTBA Yalll€ BCErO MPOUCXOSAT
OT MMEHM JOJIKHOCTHBIX Jul (28,2%). Adepuctsl mnpeacTaBIsIIOTCS
COTPYAHUKAMHU TPABOOXPAHUTEIbHBIX OpraHoB (MB/], CK, /[®P, KI'F) u
paboTHUKaMU OAaHKOBCKUX OpraHuzaiuid. MOIIIEHHUKH CTajlld 3BOHUTH OT
UMEHU pabOTHUKOB cly>)k0 rasza, BOJOKaHajla, 3HEProHaA30pa, MOOMIBHBIX
OTEPaTOPOB CBS3U IO/ MPEIJIOIOM OKOHUYAHUS CPOKa JI0TOBOPA U Mpejiaratot
JUTSL €r0 MPOJICHHs coo0IuTh U(poBoi kKoa u3 cMc. [locne mepenayuun koaa
KEPTBE 3BOHUT COOOIIHUK MOIIEHHHKA W YK€ TMPEACTABISCTCS
MPABOOXPAHUTEIIEM, 3aIYyTUBAET TEM, UTO YEJIOBEK Nepeaai JUYHbIC IaHHbIC
U Ha ero uMsi OyayT oOpMIIEHBI KpeIUThl. A 4TOOBI NX N30€XKaTh Mpeaiaract
oOpMUTh BCTPEUHBIE KPEAUTHI M TIOJYUYCHHBIC JCHBIM TEPEBECTH Ha
YKa3aHHBIA CUET WJIK OAHKOBCKYIO KapTy.

[Ipu cxeme oOmaHa oT uMeHHU pykoBoauTeJei (Fake boss) (yupescoenuii
obpazoeanus, 30paBoOOXpAHEHUs,  KVIbMYpsl, npeonpusmuii) MOIICHHUKA
3allyTUBAIOT  TOJO03peHHeM B (UHAHCHPOBAHUM  DKCTPEMHUCTCKOMN
JESATETLHOCTH, MTPOBEACHUEM OOBICKA M U3BSITHEM JICHET, TAK)KE MPeaiaraioT



JTaHHBIN (aKT Jep>KaTh B TAWHE U MMOOOIIATHCS C ONIPEACIICHHBIM COTPYIHUKOM
MIPABOOXPAHUTEIBLHBIX OPTaHOB, KOTOPBIM SKOOBI JJISl COXPAaHEHUS JTCHEKHBIX
CPEICTB IpeJjiaracT «BpEMEHHO» MEPEBECTU JICHBI'M HA 3aIMIICHHBIA CUET.

B tenedonHOM pa3zroBope He JOBEPSUTE HE3HAKOMBIM JIUIIAM, KEM OBl
OHU HE MPEACTABUIINCH, €CIIU BbI HE KAETE TAKOTO 3BOHKA.

Tperp momeHHuyectB (27,6%) coBepuIaeTCa MOJA BHUIOM MPOAANKH
ToBapoB B cerd Instagram wiaum Telegram (uawe sceco mowennuxu
«npodaiom» asmosandacmu, CaaOGble Kaudeiu, H060200Hu€ ejiu, Mopenpodykmw u
opyeue  mogapuvl).  3JOYMBIIUICHHUKHA — TOpeJlaraloT  MOTEHIUAIbHBIM
MOKYTIATeJISIM TEPEBECTH MPEIOIIaTy 3a TOBap M OOCIIAIOT €ro BHICIATH IO
MOYTEe WX KyphEpOM, IOCJE YEero OOIIEHHE NPEKpaIlaeTcs, U «KIHUCHT
OCTacTCs HU C UYEM.

Cnpaeouno:

Taxoice Haubonee pacnpocmpaneHtvle NPecmynHble CXembl.

360HKU om umenu oOaunka, compyonuxa MBJ/], KI'b u unwix
20CY0apCmMeEEeHHbIX O0pP2AH08, K0204 MOUWIEHHUK, UCNONb3YS MeXHOI02UIO
HOOMEHbL HOMEpA, 360HUM C HOMeEPd, NOX0JHce20 HA ODUYUATbHBIL HOMED
bauka u coobwaem o «nOOO3PUMENbHOU Onepayuuy ¢ Kapmotu, «0JI0KUposKe
cuemay Uil «NONbIMKe 83710May», a O «3AUWUMBLY UIU «OMMEHbl ONepayuL»
npocum coobuwums CVV-x00, Oanmnvie uz SMS-coobwenus c¢ kooom
noomeepiHcoeHUs, napoilb U3 UHMepHem-0anKuHea Ui nepesecmu OeHbeU Ha
«bezonacuwlily (Ha camom oele NOOKOHMPObHbIL MOULEHHUK)) cUem,

Quwmunzoevie SMS-cooouwenus u nucoma, kozcoa npuxooum SMS-
cooOWeHue U 21eKmpoOHHOe HUCbMO C CoobOujeHuem o «OIO0KUposKe
Kapmuly, «npobieme ¢ HAN020M», «8vlucpvlule 6 Jjomepeey, KOmopoe
CO0epI’HCUM CCHLIKY HA QUIUUHSOBbIL UHMEPHem-pecypc (catim — KIOH),
KOMOpblll 8b121A0UNM KAK 0QUYUATbHBIN UHMEPHem-pecypc 6aHKa, Hal02080U
UHCNeKYUU UTU OPY2020 20CYOAPCMBEHHO20 0p2aHd, 20e mpebyemcs 8gecmu
JIO2UH, NApob, OAHHblE NIAMENCHVIX CPeOCcme8, MNocle 868004 KOMOPbIX
cogepuiaemcs xuujenue;

MOUWIEHHUYECMBA 8 COYUATNbHBIX CEMAX U meccenoxcepax («Vibery,
«WhatsApp», «Telegramy), koe0a 310yMblULIeHHUK 8371AMblEAET AKKAYHM 8
coycemu umu cosoaem ¢Hetikogulil, NOXONCULl HA He20, Nuulem OaUKUM
POOCMBEHHUKAM OM UMEHU 81a0enbyd aKKAYHmd, 4mo CPOYHO HYIHCHbBI
O0eHb2U HA «OYeHb 8AdCHOE 0eN0y (NONANl 8 CIONCHYIO CUMYayuio, nonau 8
HTII u 0p.), npocsi HUKOMY He 360HUMDb, IUOO AHANOSUUHASL Npedbloyuell
cxema, Ko20a MUUEHbI0 CMAHOBAMCS OPY3bsl, A MOUEHHUK OmM UMeHU Opyed
nuwiem, 4mo 3acmpsiil 3a cpanuyel, y He20 YKpaiu OeHbeUu/00KyMeHmbl, U
NPOCUM CPOUHO nepesecmu cpeocmaa,

¢heitkosvle unmeprHem-mazazunvl, K020a co30aemcs Kpacusblil Catim-
OOHOCMPAHUYHUK UMW 2PYNNA 6 COYUANbHOU cemu  (3auacmyr 8
«Hncmaepam»), ¢ 02pOMHBIMU CKUOKAMU HA AKMYANbHBIU Y HACELeHUS MO8ap
(mexuuxa «Apple», caoosas mebenvb, Hady8Hble Oaccelinvl, OpeHO08aAs
ooedcoa u 0p.), a nocie npedoniamvl mosap He Npuxooum, a Caum uau
2pynnul ucuezarom, 1bo coodweHUs Heepmawvl Oaiee USHOPUPYIOMC,

MOUWIEHHUYECMEA NOO0 6UOOM 20CYOApPCHIBEHHBIX OpP2AHO08, K020d
Jrcepmee nocmynaem 360HOK OmM UMEHU «cyobuy, «compyonuxa MBJ]»,
«HAN020801L» ¢ MpeboBaHUeM CPOYHO ONIAMUMb HeKUUl QUKMUBHBIU 007,
WmMpag unu NOUWLIUHY, YepodiCasl apecmom CHemos Ui Opyeum HaKazaHuem,



6

npocsam YCmMaHo8UMb NPUNOdCeHUe OJisl YOAIeHH020 00CmYyna (Hanpumep,
«AnyDesky unu «TeamViewery) o0ns «nposepku cuemay», umo oaem um
NOJIHBIL KOHMPOJIb HAO YCMPOUCEOM NOMEPNesuLeo;

gunancosvle nupamuovl U UHEECHMUUUOHHbBIE MOUIEHHUYECMEA,
makue KAk  NpeoylodCeHUs  «BblCOKOOOXOOHBIX  UHBECMUYULY 8
KPUNmMo8amomy, Oupicu uiu Cmapmanvl ¢ 2apaHmupoSaHHbIM 6blCOKUM
ooxooom. Ilpu osmom Ha nepsom smane Mocym 0adxice BbINIAYUBAMD
HeboblUe NPOYeHMbl, Ymodbl nomepnesuiull 8Hec euje 60bULe OeHENHCHBIX
cpedcma u npusest pPOOCMEEHHUKO8, Opy3ell U 3HAKOMbIX, HOCILe Y4e20 NPOeKMm
3aKpbIBAEMCS, A OeHeNCHble CPeOCMB8a NOXUWATOMCSL,

6bIMO2AMENLCIEO HA UHMUMHOU HOY6E ((CEKCMOpULeH»), Ko20a
MOWEHHUK Yepe3 coycemu 3HAKOMUMCS C HCEPMBOLL, 6MUpaemcs 8 0osepue,
CKIIOHsIem K 00ujeHuio 8 gudeodame UHMUMHO20 XapaKkmepa iy K OmnpasKke
OMKPOBEHHBIX (hOMO, 3anucvléaem Udeo Ul oeiaem CKPUHWOmul, a 3amem
wanmasicupyem.

OnaceHusi BBI3BIBAIOT HaOuparomme O0O0OpOTHl BbIMOIaTebCTBA
(526 cayuaes) ¢ MCHOJIB30BAaHMEM HWH(POPMALMOHHO-KOMMYHUKAIIMOHHBIX
TEXHOJIOTUH: TOTEPHEBIINX MO PA3THMUYHBIMHU MPEIOraMH BBIHYKJIAIOT Ha
JUYHBIX ycTpoiicTBax [Phone BoiiTH He B CBOIO yueTHY!0 3anuch. [locne Bxona
IPhone Gmokupyercsi kak MOXHIICHHBIA W CTAHOBUTCSI HE MPHUTOIHBIM. J[is
Pa30JIOKUPOBKH 3IIOYMBIIICHHUKH TPEOYIOT BBIKYTI.

[ToaTOMYy HU B KOEM cClly4yae HeJib3sl BXOJAUTh HA CBOEM YCTPOiicTBe B
Yy:KYI0 YYEeTHYIO 3alliCh, BIaJeliel] YUETHOH 3aliCy MOXKET 3a0JIOKHUPOBATh
YCTPOUCTBO.

Cnaiin 4.

BUAbI KUBEPNPECTYNNEHUA,
COBEPLUAEMDBIE B CTPAHE

3BOHKKM OT umenu Danka, coTpyanusa MBI, KI6 »
MHBX FOCYAAPCTBEHHBX OPraHos

PuwmrHrosse SMS-coobueHua u nucema

MOWEHHWHECTEE B COUMINbHLIX CETRX U
MecceHsepax

MOLEHHUYECTBA NPK OHNAHH-NOKYNKAX H3
NNCILAAKAX N0 NPOAAME TOBaPOB

ft‘?ﬁNDBbIE’ UHTEPHET-MaraivHn

MOWEHHWUHECTEA MO BUAOM rOCYA3 PCTBEHHBIX
OpPravos

ctmuau(ogue NMUPamMmuab 1 MHBECTHLUMOHHDE
MOWeHHUYecTea

@ h-HREN BPE

BHMOr3TENDCTEO H3 MHTUMHON NOYEE

Cnenyer OoTMETUTH, YTO (PMIIMHT U MOIIEHHUYECTBO ¢ 0AHKOBCKUMH
KapTaMHu SBJISIIOTCS. CAaMOM MacCOBOM KaTeropueil KuOepMOUIEHHUYECTBA B
Pecnybmuke bemapycs.

IIpu 3TOM Hapsmy C JaHHBIMHA MPECTYNMHBIMM CXE€MaMH MOIICHHUKH
aKTUBHO HCHOJIB3YIOT M Takoi MeToJ (uIIuMHra, TMpU KOTOPOM
KOH(pUEHIIMATbHBIE  JaHHBbIE  OCJIOPYCCKMX  TpPaXKJIaH  JOOBIBAIOTCS



3JIOYMBIIINICHHUKAMH  ITIOCPCACTBOM TCJ'IG(l)OHHBIX 3BOHKOB. OTOT BHU/J
MOIIICHHNYCCTBA HA3bIBACTCS «BHIIIHHID).

Cuaiig 5. BuaeopoJiuk.

) A3BYKA
R

Cnpaeouno:

Buwiunz — smo ycmunas pasznHosuoHocms @uuiunea, npu Komopou
3OYMBIUACHHUKU NOCPEOCMBOM MeNeqpOHHOU CBA3U, UCNONb3Y NpUembl,
MemoObl U MEeXHOI02UU NCUXOTI02UUECKO20 MAHUNYIUPOBAHUSA, NOO PA3HLIMU
npeosioeamu, UCKYCHO Uepas onpeoesieHHy1o poib (Kak npasuio, compyoHuKa
Oaunka, MexHUYecKko2o CHeyuamucma u m.0.), BbIHYHCOAIm Uelo8eKd
COOOWUMb UM C80U KOHQDUOeHYUATbHble OAHKOBCKUE UNU NEPCOHAIbHbLE
O0anuble AUOO0 CMUMYIUPYIOM K COBEPULEHUIO ONPEOeleHHbIX OeUCmBUll CO
CBOUM OAHKOBCKUM CHEMOM UU OAHKOBCKOU KAPMOLL.

I[To wmepe pa3Butuss  HHGPOPMANMOHHO-KOMMYHHMKAIIMOHHBIX
TEXHOJIOTMH BO3PACTAIOT W  BO3MOXKHOCTH KHOEpPHPeCTYIHUKOB.
HexoTopble MOIIIEHHUYECKUE CXEMbl MOJYYWIM HOBYIO KHU3HBL Ojaromaps
HUCKYCCTBEHHOMY UHTEJUICKTY.

Pacter KOIMYeCcTBO cClly4yaeB MOIIEHHUYECTBA C HCIOJb30BaHUEM
TexHoJioruu Deepfakes — 3To co3maHHBIE MCKYCCTBEHHBIM HHTEIIEKTOM
TOJIOCOBBIE COOOIIEHNUS W BHUICO3BOHKH OT SIKOOBI KOJUIET, Hpy3ed u
POJCTBEHHUKOB, KaK MPABUIIO, C TPOCKOO0I O CPOUHOM JACHEKHOM MIEPEBOJIC U JP.

[Ipu BuAcO3BOHKE cieayeT oOpaiaTh BHUMaHHWE Ha TaKue JIeTalu, Kak
HEYETKOE MJIM CMa3aHHOE M300pa’KeHHE JIMIla TOBOPSIIETO, OTCYTCTBUE WU
HEEeCTECTBEHHAs: MUMUKA JIUIIA.

[ToMHUTE, YTO COTPYAHUKHU OAHKOB U MPABOOXPAHUTEIIBHBIX OPTAHOB HE
3BOHSIT 4Ye€pe3 MECCEH/KEpbhl C HCIOJIb30BaHUEM BHUAcOCBs3u. Ilpm
COBEpPIIEHUN [IEHE:KHOT0 TepeBoJa MO BJIUSIHUEM MOIIEHHHKOB
HEO0X0IMMO He3aMeIJINTEILHO 00PATUTHCH B OPraHbl BHYTPEHHHX JIeJI
JUISl COXPAHEHUS JICHE)KHBIX CPEJICTB.

Jlaxxe Korja UCKYyCCTBEHHBIN MHTEIUIEKT UCTIOJIB3YETCsI BO 0J1aro, Hy>KHO
OBbITh OCTOpOXXHBIM. Eciu paOOTHHK oOpraHu3alid AyMaeT, YTO 3arpy3uT
nokyMeHT B 9at GPT 1 oH Bce OBICTPO CAeNaeT, TO 3TO MPSAMOM MyTh K YTEUKE
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KOH(MICHITMAIBHBIX JaHHBIX. JIOKyMEHTBI OTIIPABATCS HA CEPBEPHI B IPYTOM
rocyJapcTBe, W 3aKOHBI HAIlleW CTPaHBl YK€ HE MOTYT TapaHTHPOBATh HMX
0€30I1aCHOCTb.

Cmaiin 6.

MCNOJIb3OBAHUE

B Uenesoi dpuwmunr Ges owmnBoK:
NEPCOHANUIMPOBIHHLIE W TPIMMATHYECKK DEIYNPEHBIE
Pacceinku, oBXOAAME TNABHLIA MapKep yrpoasl. |

I Mowernuuecteo yepes Deepfake:
FEHEPALMA BMALO M FONOC3 PYHOBOACTES ANA
CAHKUMOHHPOBIHUA HEAKOHHBIX UHAHCOBLIX ONepal

B “M-6oTbl Ana COUMANBHOR HHMEHEPHM: '_:‘,

BEAEHHWE OCMBICNEHHBIX OMINOTOB ANA BbIMaHHBa’ﬂ_ﬂ: } Y
KOHPHARHUMANEHOK UHGOPMAILMMK. ]

IIpesunent benapycn A.I'.JIlykamenko, Boictynas Ha |l Munckon
MEXIyHAPOIHON KOH(PEPEHIINH TTO eBpa3HilCKON 0€30MaHCOCTH, KaK OJIHY U3
KJIIOUEBBIX 3a7a4 B II€JIOM OOO3HAUYMUI HEOOXOIMMOCTh MPUHSITHS MEp B
00JIaCTH HMCKYCCTBEHHOTO WHTeIUIeKTa: «Heynpaenaemasn 2onka 6 3moii
cghepe npeepauiaem e2o u3 noyne3nozo pecypca 6 opyycue. B nepcnekmuee —
MaACCOB020 NOPAICEHUA) .

Cnaiin 7.

(4

Heynpaensemas 20HKa 6 smoli
chepe npespawyaem €20 (npum. -
UcKyccmeeHrbIl uRmennexkm) U3
Mone3Ho2o0 pecypca e opyxcue.
B nepcnekmuse — macco8oz2o0

nopa3eHus. , ,

Mpezudenm Pecnylnuku Benopycs A5 IyK0Weno,
I MUuHCKGA MEROYHGPOOHAA NOHDEDEHINS NO
eapo3viickol GezonacHoomu, 28 oxmatps 2025 2

CorpynnukamMu MwuHHCTEpCTBA BHYTPEHHHX JAen W HarumoHanpHOTO
O0anka PecnyOnmku bemapych mpuHUMAKOTCS Mepbl, HAaNpaBJeHHbIe HA
0J10KHpPOBaHUE MOILIEHHMYeCcKuX onepauuid. B benapycu ¢ 1 maprta 2024 r.
nericteyetT Yka3 Ilpe3umenta Ne 269, kotophiii mpenocTaBiseT OaHKam
BO3MO>KHOCTb ITPUOCTAHABINBATH MOJO3PUTENIbHBIC IEPEBOABI U COBMECTHO C



IPABOOXPAHUTENBHBIMUA OpraHaMH paccieoBaTh WHUUACHTHI. JlaHHBIHA
MEXaHM3M [O3BOJSET JOCTaTOYHO A(P(EKTUBHO  B3aUMOJCHCTBOBATH
rpa)<JlaHaM C OpraHaMH BHYTPEHHUX JIEJl, @ UM, B CBOIO OUEPE/lb, «B PEKUME
24 na /» mepenaBaTh YKa3aHHYIO HH(OpManni0 OaHKOBCKOMY CEKTOPY M
noysyyaTb OT Hero 3(Q(EeKTUBHO M OBICTpO HH(OpPMALKIO O JHIAX U
UHCTPYMEHTaX, KOTOpbIE 3aJ€HCTBOBAHBI B MPOTUBOIMPABHON JESTEIHHOCTH.
N camoe rinaBHOE — NpealpUHUMATh MEPhI, HANPABIECHHBIE HA COXpPAaHEHUE
YK€ MOXUILEHHBIX JIEHEXKHBIX CPEICTB Y IPAKJIaH U HEJOIMYIICHUs IIepeBoa
WX Ha 3apyOeKHbIC cueTa.

B cBiI3u ¢ HEOOXOAWMMOCTBHIO 3aIAThl OT MOIIEHHUKOB OaHKU
YCTaHABJIMBAIOT JIMMHUTHI MO CHATHIO JIEHET B OaHKOMAaTax Ha TEPPUTOPUU
benapycu.

boppsba ¢ »TUMHM mOpecTymsieHUs MM TpeOyeT He TOJbKO Ooiiee
COBEPIICHHBIX TEXHOJOTUW 3alUThl, HO U (PYHIAMEHTAILHOTO MOBBIIICHHUS
u(poBOK TPAMOTHOCTH HACEJIECHUS, MOCKOJIbKY MMEHHO YEJIOBEK OCTaeTCs
HanOoJiee ySI3BUMBIM 3B€HOM B JIFOOOM cucTeMe 0e30MacHOCTH.

IIn¢dpoBasi rpaMOTHOCTH HaCeJIeHHUSA

Kubep0e3o0nmacHOCTh — 3TO OTBETCTBEHHOCTh KaxKA0ro u3 Hac. OHa
HAYMHAETCSl ¢ TaKUX MPOCTHIX BEIEeH, KaK BBHIOOP HAJEKHOIO MapoJis JJis
JIOMAIITHEN 3JIEKTPOHHOU MOYTHI. Ba)KHO TOMHUTB, YTO OJIMH U TOT K€ IapOJib
HEJIb3s UCIIOJIH30BATh OJTHOBPEMEHHO JIJIsl paboueil MOYThI, AJIs1 peTUCTpaIlun
Ha pa3JIMYHBbIX caWTax U B MecceHkepax. K cloBy, TUUYHbBIE TaHHBIE Yallle
BCETO TMOMANaT K 3J0YMBINUICHHUKaM M3 0a3 JaHHBIX Mara3uHOB (Mbl
ocmasinem amunuio, UMs U omuecmeo, aopec u meiedon npu pecucmpayuu Ojis
nOJIyYeHUs OOHYCHBIX UIU CKUOOUHBIX KAPM).

Heobxonuma »snemeHTapHass nu¢poBasi THTHeHA, I[pPU KOTOPOU
c00JII0ieHMe MPOCTHIX NMPABWJ NMOBEACHHUS B CETH IO3BOJIACT 3aIUTUTH
NepCOHabHbIC JaHHbIC, (UHAHCHI U YCTPOMCTBA OT KMOEPMOIIIEHHUKOB.

Oco0yr0 akTyadbHOCTh TeMa LU(PPOBONM TUTHEHBI MNPHUOOPETAeT B
OTHOILIEHUU MOAPACTAIONIETO MOKOJIEHUA. [[eTh cerogHs He TOJIbKO aKTUBHO
OOIIal0TCsI B MECCEHDKEPax, HO U MOTPYKAIOTCSA B MUP OHJIAWH-UTP, TIE UX
Kpyr OOIIEHHUsI pacuIupsieTcss 3a c4yeT He3HakomIieB. Cpeau HUX MOTYT
CKPBIBAThCS U KHOEPIPECTYITHUKHU, CTPEMSIIIIUECS UCTI0JI30BaTh PeOCHKA JIJIs
nojyuyeHus: KoH(uaeHuHanibHOWM wuHOpManuu. Heokpemnmias mcuxuka,
MOJBEP)KEHHOCTh BHYIICHUI0 W MAaHUITYJIUPOBAHUIO JEIAIOT HMX JIETKOM
«J100BIYEI JIs 37I0YMBIIIJICHHUKOB.
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BE3OMNACHOCTb AAETEW B CETU —

3TO HE 3AMNPETHI, A AOBEPUE U NPABUJIA
BbICTPAMBARTE OTHPLITLIC OTHOWEHUA: PECEHON

AONMEH FHATH, 4TO MOBET PACCKAZATHL Bam 0 M0Bok
npoGneme Ge3 CTpaxa HAaKaIaHMA.

YCTaHOBMTE YeTHHE rPaMuLLbl: COTNACcYATE Bpems
OHNARH, PAIPEWEHHBIE CAATHI M NPUAOKEHNA

WcnonvayiiTe TexHUNECKWe cpeacTeal
POAMTENLCKNIA KOHTPONIL ¥ OBILME 3HKAYHTBLI
AN MAAALMX AeTeR

be3onacHocTh 1eTeil B CeTH — 3TO He MPOCTO 3aIPeThl, a CO3AaHUE
3alIMIIEHHON cpeAbl M 00y4YeHHe NMPABWIBHOMY NOBedeHMIO. B cembe
HEO0OXO0JIUMO BHICTpauBaTh JOBEPUTEIbHbIE OTHOIIEHUSA ¢ pedeHKoM. JleTu
HE JIOJDKHBI UCKaTh TOHUMAHUS Y HE3HAKOMIIEB B CETH, a OBITh YBEPEHBI, YTO
MOTYT paccKazaTh POIUTENSIM O JTI000H CTpaHHOW WJIM HEMPUSITHOU CUTYaIluU
B ceTu 0e3 cTpaxa ObITh HaKa3aHHBIM.

BaxHOo 10roBOpPUTHCH U YCTAHOBUTH YE€TKHUE MPABUJIA. KAKUE CANTHI
MO’KHO MOCENIATh, CKOJIBKO BPEMEHHU NPOBOJUTH OHJIANH, KAKUE MPUIOKECHUS
MO>KHO MCITOJIb30BaTh.

Jloiss Mmaagmux gereil peKOMEHAyeTcsl CO3aBaTh aKKAYHThl BMECTE U
3HaTh MX MapoJik. VMcnosib30BaHKE CNEeUMAJIN3UPOBAHHOIO MPOTPAMMHOIO
o0ecrevyeHnsi POAUTEIHCKOT0 KOHTPOJISA [MO3BOJIUT OIPAHUYUBATH BpEMsI 32
9KpaHoOM, GUIBTPOBATH KOHTEHT, OJIOKUPOBATH HEXKEIATEIbHBIC CAUTHI.

CyllecTByeT MHOKECTBO TMPECTYNHBIX CX€M, HCIOJIb3yEeMbIX
KHOEPMOIIICHHUKAMH B OTHOIIIEHMH HECOBEPIIEHHOJIETHHUX JIeTeil.

Cnaiin 9.

PACMPOCTPAHEHHBIE CXEMbl KWBEPMNPECTYNNIEHUA NPOTUB AETEN

ubecnnarreien no, Pen € SANPOoCL! OT #Apysein Fpymunr ===

ASH

Ljere: amarmen $ramrcono Ljets: BOCTONMIOMATICN GEEEEMEN K Lers swgesen cobn sa coepcniaten, soln =
CTPA P 1y DICTD Adrreie BLAMBAATE ALHOTH SE0ES AN DM Hel Y Avaepes, «Tolor MBIy & M B0 O AT
Oor s OBCHOR * 20T Assynr T

Cexcropuwen Kubepbynnmur DecTpyrTHBHLIA HOHTEHT
- § ! ! ;| A
Usre Wanra s p0eaTs peliensd ¢ Uern. yrrtums 1 TR B[O EATS LJete: BOmAEes § ONEcH e coobumcTes,

TG, rCATNE o

MEVCENE MATFENeR MiTI s PCUADADE et R TRARE § TRy Pronierind
1 wareganze # rareves coccamsatns i
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Cnpasouno:

Cnocobvl kubepnpecmynienuti 8 OMmHouleHuu oemeil U NOOPOCMKO8:

«becniamubley RNOOAPKU U  PO3BIZPBIMU, K020Ad peOeHKy Ois
NOJNYUeHUs evluepblula npeoirdazaemcs nepeumu no Ccblike U 68ecmu
niamedicHvle U uHbvle OanHvle e20 pooumeneu. OCHOBHAA yelb — YKpACmb
OaHHble OAHKOBCKUX KAPM WU YYUEeMHbIX 3anucel;

«¢heiikosvle» 3anpocvl om Opy3eil, Ko20a C UCNOIL30BAHUEM
831OMAHHO20 AKKAYHMa Opyea pebeHKa npocsim nomoysb (nepegecmu
OeHediCHble CpedCcmBa), a pebeHOK, dHcellds NOMOUb, MONCEm He YCOMHUMbBCS
8 IUYHOCMU NPOCAUE20;

«CPYMUHZ), K020A 83POCbLU 3N0YMBIULIEHHUK NOO BUOOM C8ePCHHUKA
emupaemcs 8 0osepue K pebeHKY 8 coycemsax uau uepax, nOCmeneHHo
8v168€0bIBACN TUYHYIO UHQDOPMAYUIO, MAHUNYIUPYEm, 6bi3blédem U)8Cmeo
Onu3OoCmuU, a 3amem MOdiCem BbINPAUUBAMb UHMUMHblE (omo/sudeo uiu
HA3HAYamMv JUYHYIO BCHpedy, UMO MOJCem NpUsecmu K COBEPULCHUIO 6
OMHOWEHUU pebenKa OelUcmeull CeKCyalbHo20 Xapakmepd, Komopule
PedenoK 8 CUTY 803PACMA HE MONCEM OYEHUBAMb, KAK COYUATbHO-3HAYUMDbLE,
CuUmas nPouUcxoosuee uepoi;

«CeKCmopueny, Ko20a npecmynHux, NOaAy4u8 UHMuUMHble omo umu
810e0 (000P0OBOILHO OMNPABIIEHHblE PEOEHKOM UNU Yepe3 B3/10M Kamepbvl),
HAYUHAem WaHmaicuposams pebeHKa, 8blMo2as Kak mamepuaivhvle oiaza,
Max u ycuyey, 8 mom yucie ceKcyaibHo20 Xxapakxmepa,

Kubepoynnune (U mpaesis), Ko2oa co30aomcst 2pynnvl U nabIuKu O
Hacmeulex, YHU3UmMeabHblX KOMMeHmapues, Omnpasisatomcs yepo3vl 8 IUUHbIX
CO0OWeHUsAX, 4moObl NPUYUHUMbL DeOeHKY NCUXON02UYecKyro 00/b, Umo
HepeoKo Modicem 3aKOHYUMCSL Oenpeccuell Uil 0ax3ce camoyouticmeom,

6oslleueHue 6 ONACHble coo0uiecmea, nNponazaHoupyroujue
oenpeccusHvle meuenuss, Cyuyuo, AHOPeKCuro, HACUIue U IKCMpemusm,
KOmopble NpenoOHOCAMCs PeOeHKYy KAaK UmMOo-mo «MOOHOe», «Kpymoe» u
«3anpemHoey.

Cmaiinx 10.
n O

4 KNOYEBbLIX NPABUNA BE3OMNACHOCTH
B CETU AETEW U NOAPOCTKOB

Xpauu nuynoe B Takne
He nyGamiyit aapec, WHoMY, reOMEeTKM, JaHHbIE JOKYMEHTOR M K
NAaHLI CEMBA.

Nomum anropurm « CTON-CNPOCU-PACCKAXKW»

CTON, echn ure-tTo Hactopamueaet. CNPOCH y poantensh,
ecnu HenoraTHO, PACCKAMM eapocntim o moboi yrpoze .'
win anckomdopre.

Kowutponupyi kpyr obuenms

NoGaenit B Apy36A TOMKO TEX, KOTO IHASIIL ANUHO.

Hacrpoi npreatHoCTL Npoduna. A
BrAIOMBA KPUTHMECHOE MbILUNEHKE

He nepexoam no COMHUTENLHLIM CCHINKAM. He BEpb CAMLIKOM
ABLTOAHBM Y NPEANOMEHNAM

Baxxno wayunth nerei 1nu@poBOd TPaMOTHOCTH W KPUTHUYECKOMY
MbIIICHUI0. VUM HyXHO noHuMaTth, 4r0o HMHTEpHET — 3TO OTpaKeHHUe
peajibHOr0 MHPA: B HEM eCTh U XOpollHe, U IJIOXHe JIIOAH, U MPaBuJia
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0€30MacCHOCTH 31eCh TAK K€ BAa’KHbI, KAK U Ha yJune. He skoHOMBTE Ha
BpPEMEHH, Yallie 1 00JbIlle pa3roBapruBaiTe CO CBOMMU JeThMU!

Taxoke B 3aIIUTE OT MPECTYIHBIX MOCITATENbCTB, B MHPOPMUPOBAHUU U
JOTIOJTHUTEIbHOM BHUMAHHUU HYXJIAOTCS U JIFOJIA MOKUIIOTO BO3pACTa.

*khkkk

3a mocieaHee BpeMs B peclyOjuKe MPOMU3ONLIM 3HAYUTEIbHbBIE
NO3UTUBHBIE CABUTU: YJAJIOCh OOIIMMHU YCHJIMSIMU NEPETOMUTH TEHACHIIUIO
pocta 4yucia KUOEpHpecTyIUIEHUWH, 3aMETHO BBIPOC YPOBEHb IU(PPOBOM
3alUThl, JEMOHCTPUPYET OINEPATHUBHOCTh M aJANTUBHOCTh K TEKYIIUM
BBI30BaM OE€JIOPYCCKOE 3aKOHOAATEIBCTBO B 00JaCTU KUOEpOE30MacHOCTH U
ap. IIpumeyaTenbHO, UTO HALll ONBIT OOPHOBI ¢ KUOEPIIPECTYITHUKAMH aKTUBHO
IPUMEHSIOT B APYTUX CTpaHaX.

Kak ormernn Ilpe3uaent Pecnyoimku benapycs A.I.JIykamenko,
«abCconOmuyl0 3awumy om Kubepamax He 2apanmupyem HU O0O0HA
cucmema 3auumol, HO Mbl O00JIIHCHbL MUHUMUZUPOGAMb PUCKU». ITOTO
BO3MOXXHO  JOOUTBCS, KOTJa KaXAbId YYacTHUK HMH(POPMALUOHHBIX
OTHOIICHUM, Kaxkgash opraHuzanusi OyIyT OTBETCTBEHHO MOAXOJIUTh K
BBINIOJIHEHUIO TPeOOBaHUN 1O KUOepOe30MacHOCTH, a KaXKAbld 4YeJIOBEK
OPOSIBUT OJUTENBHOCTH W BHUMATEIBHOCTH B ClIydae CHUTyallud C
MOIIIEHHUKAMH.

Cmanipg 11.

PooMrany, HaywsTe qeTed MNpagwna BEpS MeTE AHKAYWHTH
MOALSOBATECA HHTEpHETOM DeaanacHOND Nose 4eHWA oT adeprcTos!
NpaaneEHo!

o AKADEMMA YTIPARNEHHSR
£ MNP NPEIMAEHTE
PECITYENIAKH BENARYLE




